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EXECUTIVE SUMMARY

As Europe grapples with the return of large-scale war on the continent, a
parallel, less visible conflict is being waged in the shadows: one that direct-
ly threatens the internal stability and security of the European Union. The
Russian state has increasingly weaponised crime as an instrument of hybrid
warfare against the West, fusing the power of organised criminal networks
with state power.

Rooted in Soviet-era traditions and perfected under Putin’s authoritarian rule
this state-criminal fusion empowers actors like the Wagner Group, the Night
Wolves, “disposable” local street gangsters and oligarch-linked smugglers to
execute state objectives. Their operations span illicit financing, arms traffick-
ing, cyberattacks, people smuggling, and influence campaigns, amongst oth-
ers. Criminal groups are no longer peripheral actors; they have become core
components of Russia’s foreign policy apparatus. Organised crime has thus
moved beyond being a law enforcement issue, and it is now a frontline strate-
gic weapon undermining the cohesion and security of European democracies.

With the return of geopolitical competition, this fusion has naturally evolved
into a global, state-supported ecosystem. Kremlin-controlled oligarchs use
front companies and shadow supply chains to procure sensitive technologies
like microchips for Putin’s war efforts, circumventing Western export con-
trols. European complicity — through banks, energy companies, and maritime
operators — further facilitates these efforts. Ports in Greece, financial firms in
the UK, Netherlands and France, and corporate structures in Serbia and the
UAE, for example, have all served as key nodes in these criminal laundering
and smuggling networks.

Kremlin-linked criminal actors have also infiltrated the European civil space.
Sharp power tools, like Russian nationalist motorcycle gangs, promote Rus-
sian narratives under the guise of cultural outreach, while private military
firms/mercenaries engage in resource extraction in Africa to fund Russian in-
fluence operations and weaponise migration flows. This integration of crim-
inal enterprise with foreign policy enables Russia to project power abroad
while exploiting institutional and legal vulnerabilities at home.

This model produces a “double-destabilizing effect”: eroding rule of law
while amplifying Russian influence externally, without direct military con-
frontation. The goal is not just to evade sanctions or generate profit — it is
to destabilise democracies from within. In this sense, Russia’s criminal-state
fusion represents a form of asymmetric warfare that targets the political fabric
of its adversaries as much as their physical security.

Organised crime is thus no longer a law enforcement issue alone. It is a mat-
ter of urgent international security. To defend its democratic institutions and
societal resilience, European democracies must recognise the true nature of
the threat they face: a hostile state using criminal networks as a proxy force in
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a protracted hybrid warfare. Grasping the magnitude of this threat is the first
step toward an effective response.

Key Findings

¢ The Kremlin's strategic embrace of criminal networks has been enhanced
under Putin by absorbing and weaponising it. Criminal groups are
functional arms of the state, engaging in illicit activities like smuggling,
extortion, and money laundering in exchange for political protection and
state contracts. Russia has applied lessons learned from the fragmentation
of Yugoslavia in regions like Donbas and Crimea, where criminal groups
secure territory, supply logistics, and shape local political orders. These
practices also represent a continuation of Soviet-era tactics, where criminal
actors were routinely co-opted to advance state objectives and support
strategic operations. These cases demonstrate the interconnection between
war economies, state capture, and institutionalised corruption, and how
they have been adapted to the current globalised financial and security
environment.

* Russia’s hybrid warfare tactics are carefully calibrated to avoid triggering
a direct NATO response, relying on deniable actors and unconventional
methods. These include cyberattacks, political interference, and sabotage
executed by mercenaries, hackers, and criminal proxies. Hybrid methods
also extend into the economic domain, where Russia exploits global
finance, trade networks, and regulatory loopholes to bypass sanctions
and procure critical goods. This blend of covert aggression and systemic
exploitation allows Russia to apply sustained pressure on the West while
maintaining plausible deniability.

¢ Organised crime is now a hybrid warfare tool, not just a law enforcement
issue. The Kremlin uses criminal actors, including biker gangs like the
Night Wolves, mercenaries such as the Wagner Group, and in tandem with
criminal networks, to achieve strategic objectives in conflict zones and
Western democracies alike. Europe’s defence, law enforcement and political
institutions must recognise and confront Russia’s use of organised crime as
aweapon of hybrid warfare. The Kremlin’s integration of criminal networks
into its foreign policy represents a deliberate strategy to destabilise the West
from within — through sabotage, illicit finance, smuggling, and influence
operations. Acknowledging this threat explicitly is the foundation for
any effective response. Russia being labelled as the orchestrator of these
actions will focus public discourse, prioritise law enforcement focus, and
ensure the allocation of proper resources.

* Sanctions evasion through criminal networks has become essential to
sustaining Russia’s war economy. Oligarchs and criminal entrepreneurs
use front companies (‘panamas’) and smuggling networks to procure critical
materials such as microchips, thus blunting the effectiveness of Western
export controls and enabling continued aggression. In addition, European
actors have been complicit — knowingly or not — in Russia’s circumvention
efforts. Financial institutions, energy firms, and maritime shipping



Shadow Fusions: The Convergence of Criminal Networks and the Russian State

companies across the EU have facilitated the laundering of Russian oil and
money, despite new sanctions legislation. Criminal methods such as ship-
tracking manipulation and shell companies have proven highly effective.

* A unified and intelligence-led response is essential to counter these
hybrid threats. Fragmentation between national agencies, and between
counterintelligence and organised crime units undermines Europe’s
ability to act decisively. The EU must strengthen inter-agency and cross-
border intelligence sharing, particularly through expanding the powers
and coordination of bodies like the Single Intelligence Analysis Capacity
(SIAC), the European Defence Agency, Eurojust and Europol. A dedicated
EU Foreign Influence Task Force and improved cooperation across the
EU’s security architecture would close current gaps in preparedness.
Closer cooperation with NATO on countering hybrid warfare should also
play a role.

» Targeting financial networks and supply chains will disrupt the Kremlin’s
shadow alliances. Russian oligarchs and criminal proxies rely on covert
financial flows, front companies, and third-country intermediaries to
sustain both the war economy and internal influence operations. Europe
must establish a centralised financial intelligence analysis framework
that oversees sanctions enforcement and stricter export controls, amongst
others. This financial intelligence sharing could be done through a
strengthened and expanded Anti-Money Laundering Authority, EU
Financial Intelligence Units (FIUs) Platform and European Public
Prosecutor’s Office, equipped with enhanced mandates and resources.

Special attention must be paid to smuggling hubs in places like the UAE,
Serbia, and Belarus. Cracking down on these economic lifelines will severely
hamper Russia’s ability to wage a hybrid war. Additionally, the West more
broadly should exert more pressure on third countries like Georgia, Kazakh-
stan and other post-Soviet states who hide and launder Russian money, whilst
Europe should also scrutinise states like Turkey and China who help Russia
evade sanctions on its fuel.



INTRODUCTION

Europe is currently seeing the return of large-scale conventional conflict on
the continent for the first time since 1945, and, whilst the frontline trenches,
artillery craters and drone strikes remain limited to the fields and cities of
Ukraine, the remainder of the continent has not escaped untouched. Polish
shopping malls and English warehouses are being torched, submarine cables
in the Baltic and Irish Seas have been cut and critical infrastructure across
the EU continues to be the target of cyberattacks. As Putin himself sees it,
Russia is at war with “the collective West’, and the EU is a legitimate target.’
Europe’s institutions have begun to wake up to the Kremlin’s full-scale hybrid
warfare campaign. The instrumentalisation of criminal networks as a hybrid
warfare tactic has now been recognised as an emerging threat in the recently
adopted new Internal Security Strategy, stating that “(h)ostile foreign states
and state-sponsored actors seek to infiltrate and disrupt our critical infra-
structure and supply chains, to steal sensitive data and position themselves
for maximum disruption in the future. They use crime as a service and crim-
inals as proxies,”? like gig economy workers. Europol too has identified the
threat posed by “those orchestrating hybrid threats” in their most recent EU
Serious and Organised Crime Threat Assessment report.’ Similarly, the recent
‘Niinisto Report’ which assessed the challenges facing the EU and suggested
how to enhance Europe’s civilian and defence preparedness and readiness
also acknowledged the threat posed by this emerging criminal trend.*

Despite recent statements, Europe and her allies remain unprepared for this
intersection between the criminal and the state that operates in the grey
zone between war and peace.’

A%

Though Russia’s armed forces are primarily tied up in Ukraine, the Kremlin
has nonetheless dramatically intensified its war on the collective West. In his
hybrid war on Europe, Putin has utilised proxies as a means of compensating
for redirected manpower and material. In an ‘eye-catching’ shift, the Rus-
sian state has overwhelmingly turned to criminal networks for its foreign
policy objectives.® These criminal proxies have been used to generate may-

! “Our armed forces ... are fighting on the line of contact that is over 1,000 kilometres long,
fighting not only against neo-Nazi units but actually the entire military machine of the col-
lective West.” Putin, V., “Address by the President of the Russian Federation”, Office of the
President of Russia, September 21, 2022.

European Commission, Communication from the Commission to the European Parliament, the
Council, the European Economic and Social Committee and the Committee of the Regions on Protec-
tEU: a European Internal Security Strategy, COM(2025) 148 Final, 1, Strasbourg, April 1, 2025.

®  Europol, European Union Serious and Organised Crime Threat Assessment - The Changing DNA of
Serious and Organised Crime, Publications Office of the European Union, Luxembourg, 2025, p.
6.

Niinisto, S., Safer Together: Strengthening Europe’s Civilian and Military Preparedness and Readi-
ness, Report by Special Adviser to the President of the European Commission, November 26,
2024, p. 43.

5 Triplett, H., “The US is Already Losing the Next War,” The National Interest, June 16, 2025.

¢ McCallum, K., “Director General Ken McCallum gives latest threat update” [Speech], MI5
Security Service, Counter Terrorism Operations Center, October 8, 2024.


http://www.en.kremlin.ru/events/president/transcripts/statements/69390
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:52025DC0148
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:52025DC0148
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:52025DC0148
https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf
https://commission.europa.eu/document/download/5bb2881f-9e29-42f2-8b77-8739b19d047c_en?filename=2024_Niinisto-report_Book_VF.pdf
https://commission.europa.eu/document/download/5bb2881f-9e29-42f2-8b77-8739b19d047c_en?filename=2024_Niinisto-report_Book_VF.pdf
https://nationalinterest.org/feature/the-us-is-already-losing-the-next-war
https://www.mi5.gov.uk/director-general-ken-mccallum-gives-latest-threat-update
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hem across Europe: assisting the Kremlin evade Western-imposed sanctions,
helping annex territories, and conducting espionage and acts of arson and
sabotage across Europe and the United States, amongst others. For instance,
most of the examples hinted at above have been attributed to members of
organised criminal groups working on behalf of the Kremlin.

This weaponisation of criminal networks for foreign policy aim has many
names, and its definition has been widely debated. Yet, whatever term is
most appropriate, geocriminality, criminal statecraft, crimintern or state-spon-
sored crime, for instance, the phenomenon represents a serious and pressing
threat to the security of Europe. The changing nature of serious and organised
crime, primarily its adoption as a hybrid threat and sharp power tool, has
a ‘double destabilising effect’ on the EU and its Member States — impacting the
‘very foundations of the EU and its society.”” It undermines the licit economy,
threatening the safety and security of society internally, which increasingly
aligns with the external goals of foreign powers who wish to destabilise and
disrupt.® As Thomas Haldenwang, the head of the German domestic intel-
ligence agency states, “Russia is using the entire toolbox, from influencing
political discussions to cyber-attacks on critical infrastructure to sabotage on
a significant scale.”* 10

Whether it is the official EU line or not, and whether its policymakers “like
it or not...” Europe must realise it is “in direct confrontation with Russia,”"!
and action must be taken. If concrete, intelligence-led, effective response is to
be led, the collective West must first understand the nature of the threat and
know ‘the beast.”"

However eye-catching and topical this changing DNA of organised crime
as a hybrid threat and sharp power tool may be, though, the phenomenon
is also not new. The Russian state, in its various guises, has long exploited
criminal elements to compensate for its material handicaps against Western
adversaries. Criminal actors contributed to the Soviet Union’s “active mea-
sures” (which would now be understood as state-organised crimes)® abroad,
whilst domestic organised criminals helped the State fill market shelves and
supply the security services with black cash for operational funds." By exam-
ining Russia’s use of organised crime as a tool of statecraft through its recent

Europol, European Union Serious and Organised Crime Threat Assessment - The Changing DNA of

Serious and Organised Crime, 2025.

Europol, European Union Serious and Organised Crime Threat Assessment - The Changing DNA of

Serious and Organised Crime, 2025.

¢ Thomas Haldenwang; cited in Kayali, L. et al., “Europe is under attack from Russia. Why isn’t
it fighting back?”, Politico, November 25, 2024.

10 Shentov, O., Stefanov, R., and Vladimirov, M., The Kremlin Playbook in Europe, Sofia: Center for
the Study of Democracy, 2020.

' Bruno Kahl, President of the German foreign intelligence agency (BND), cited in DW: “Ger-

many: Spy Chiefs Warn of Increasing Russian Threat”, Deutsche Welle, October 14, 2024.

Galeotti, M., Gangsters at War: Russia’s use of organised crime as an instrument of statecraft, Gene-

va: Global Initiative Against Transnational Organised Crime, 2024.

13 Chambliss, W.J., “Power, politics, and crime”, Boulder, CO: Westview, 1999.; Chambliss, W.],

State-organised crime - The American Society of Criminology: 1988 Presidential Address,
Criminology 27(2), 184, 1989.

4 Belton, C., Putin’s People: How the KGB Took Back Russia and Then Took on the West, HarperCol-
lins, 2020.


https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf
https://www.politico.eu/article/europe-russia-hybrid-war-vladimir-putin-germany-cyberattacks-election-interference/
https://www.politico.eu/article/europe-russia-hybrid-war-vladimir-putin-germany-cyberattacks-election-interference/
https://csd.eu/publications/publication/the-kremlin-playbook-in-europe/
https://www.dw.com/en/germany-spy-chiefs-warn-of-increasing-russian-threat/a-70493640
https://www.dw.com/en/germany-spy-chiefs-warn-of-increasing-russian-threat/a-70493640
https://globalinitiative.net/wp-content/uploads/2024/10/Mark-Galeotti-Gangsters-at-war-Russias-use-of-organized-crime-as-an-instrument-of-statecraft-GI-TOC-November-2024.pdf

Figure 1. The Kremlin's Hard Power Mix
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history, as well as Putin’s ready embrace of the criminal underworld, several

patterns emerge and a clearer sense of the threat posed by the Kremlin's crim-
intern may be arrived at.


https://csd.eu/publications/publication/the-kremlin-playbook-in-europe/
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Furthermore, the Kremlin’s utilisation of criminal networks for its foreign pol-
icy aims has clear parallels with the latest major conflict on European soil. Fol-
lowing the collapse of Yugoslavia in the early 1990s and the resulting interna-
tional arms embargo imposed on the region,” wartime smuggling and arms
trafficking, often conducted with the tacit approval or direct involvement of
state actors, became vital components of the war economy. As post-commu-
nist states struggled with economic instability amid the broader collapse of
state institutions following the collapse of the Soviet Union, criminal groups
expanded their influence, blurring the lines between political elites, security
services, and organised crime. These state’s reliance on ‘smuggling for surviv-
al’ during the conflict provided organised crime with fertile soil to spread its
deep roots — roots that continue to plague the region to this day. The historical
experience of this major conflict will hold lessons for Europe today that will
only grow in relevance, particularly as it seeks to navigate the post-war tran-
sition.

*3%%

Putin’s Russia does not have a monopoly on the use of crime as a tool of state-
craft. Other cash-strapped pariah states or fellow adversaries of the West have
also relied on criminal acts as a means of achieving foreign policy goals. The
use of crime by member states of the ‘Authoritarian Axis’ is explored for a
comprehensive understanding of the threat facing the Western security alli-
ance.

> Hajdinjak, M., Smuggling in Southeast Europe: The Yugoslav Wars and the Development of Regional
Criminal Networks in the Balkans, Sofia: Center for the Study of Democracy, 2002.


https://csd.eu/publications/publication/smuggling-in-southeast-europe/
https://csd.eu/publications/publication/smuggling-in-southeast-europe/
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WARFARE

Today’s geopolitical arena is characterised by a complex interplay of state in-
fluence, extending beyond traditional military and economic might. Organ-
ised crime, traditionally understood as centralised enterprises engaged in il-
legal activity primarily motivated for profit, has evolved significantly in its
transnational dimensions. This organised crime is now utilised by state actors
like Russia to achieve their strategic geopolitical objectives.

Since its attempted coup de main in Ukraine, Russia has attempted to reshape
the world order, using all assets at its disposal. At the core of Russia’s war
on the West is the amalgamation of hard, soft and sharp power instruments
through state capture in Russia itself. The Kremlin, like China, has gradually
removed the boundary between the public and the private sector, capturing
the Russian economy using security services and control over the media, as
shall be explored in further detail.

Aware of its material limitations compared to the West, and still wary of trig-
gering Article 5 — therefore triggering a full-scale war with the combined forc-
es of NATO - the Kremlin has reverted to hybrid warfare tactics and its sharp
power reservoirs. This hybrid war is conducted broadly to both punish the
West for its support of Ukraine and deter further support in future and con-
tributes to an attempt to rebuild a Russian empire.

These hybrid operations take on several forms, but their means focus most-
ly on psychological operations, coercion, and deterrence to advance its
foreign policy goals. These actions aim to influence public opinion, divide
NATO allies, and undermine Western democratic norms while staying below
the threshold that would trigger Article 5. Russia leverages criminal groups,
NGOs, commercial entities, and proxies to maintain deniability, making attri-
bution, and thereby response, difficult.”® These operations are low-cost and
often executed remotely or through intermediaries. However, outsourcing to
criminal or untrained actors reduces operational professionalism and creates
strategic risks, such as agency loss or unintended escalation.”” Yet, despite
these drawbacks, the Kremlin continues to rely heavily on organised crim-
inal networks, positioned at the pinnacle of its hybrid warfare campaign.
They are key instruments of its sharp power strategy, exploiting their reach,
deniability, and capacity to operate in legal and political grey zones.

The Wagner Group, for instance, exemplify this status of functioning in le-
gal and political grey zones. Their operations exemplify a “kleptocratic eco-
system” where criminal states, militarised criminals, and profiteers mutually
reinforce each other. The Russian state funds Wagner, which then extracts

16 Conley, H.A., et al.,, The Kremlin Playbook: Understanding Russian Influence in Central and Eastern
Europe, Washington, D.C.: Center for Strategic & International Studies, 2016.

7 Jones, S.G., Russia’s Shadow War Against the West, Washington, D.C: Center for Strategic and
International Studies; CSIS Briefs, 2025.


https://csd.eu/publications/publication/the-kremlin-playbook-understanding-russian-influence-in-central-and-eastern-europe/
https://csd.eu/publications/publication/the-kremlin-playbook-understanding-russian-influence-in-central-and-eastern-europe/
https://www.csis.org/analysis/russias-shadow-war-against-west
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resources, and these resources, in turn, fund other illicit activities and state
goals, with proceeds laundered through global financial systems. This creates
a circular, self-sustaining mechanism, making countering the threat signifi-
cantly more complex as it requires disrupting the entire interconnected web
of state sponsorship, resource exploitation, and financial laundering, rather
than just individual components.

Among these evolving forms of power, sharp power has emerged as a partic-
ularly insidious approach employed by authoritarian states like Russia. Au-
thoritarian influence efforts in young and vulnerable democracies have been
described as “sharp” in the sense that they pierce, penetrate, or perforate
the information and political environments in the targeted countries. These
regimes are not necessarily seeking to “win hearts and minds,” the common
frame of reference for “soft power” efforts, but they are seeking to influence
their target audiences by manipulating or distorting the internal environ-
ment, including the information that reaches them.'®" Proxies with criminal
links, such as the Night Wolves Motorcycle Club, serve as messengers for
pro-Kremlin propaganda in European countries through events like “Victory
Roads.”

The Kremlin’s cannibalisation of the Russian state has left almost every as-
pect of Russian society bending to the will of Putin: from petty thieves to the
oligarch class. The manual regime in combination with the sharp power of the
Russian state not only encapsulates what Russia’s strategy is internationally
but also reflects Putin’s deeper objective of shaping and manipulating domes-
tic perspectives and outlooks within Russia itself. The use of these tactics is
akin to the Soviet “active measures,” and follow the nature of hybrid threats.”
These include disinformation campaigns, propaganda, forgeries, front orga-
nizations, and support for foreign authoritarian movements.!

The Kremlin’s broader geopolitical gains have been shaped by the traditional-
ly-weaponised organised criminal networks that the state has curated. Long
aware of the material imbalance between the Soviet Union and its Western
adversaries, the Kremlin has long utilised crime and criminals for the growth
of their strategic aims. Such growth has been fuelled by strategic corruption,
which deliberately pursues geopolitical interests by states through corrupt
means. The Kremlin weaponises corrupt practices as a tenet of its foreign pol-
icy, aiming for geopolitical goals besides private benefits.?? This blurring of
traditional criminal and political motivations complicates efforts by conven-
tional law enforcement agencies, which typically focus on financial crime and
local criminal organisations, to effectively counter these groups.

8 National Endowment for Democracy (NED), ‘Sharp Power: Rising Authoritarian Influence’ cited

in The Kremlin Playbook in Southeast Europe, Sofia: CSD, 2020.

9 Stefanov, R., and Vladimirov, M., The Kremlin Playbook in Southeast Europe: Economic Influence
and Sharp Power, Sofia: Center for the Study of Democracy, 2020.

% Novossiolova, T. and Georgiev, G., Disinformation in the Kremlin's Toolkit of Influence: Training
Guidance for Scoping the Threat to the Norms and Institutions, Sofia: Center for the Study of De-

mocracy, 2022.
2 Novossiolova and Georgiev, Disinformation in the Kremlin's Toolkit of Influence, Sofia: CSD, 2022.

2 Sabev, M., Georgiev, G. and McLaren, R., Safequarding the Foundations: Strengthening Civil Secu-
rity in Bulgaria, Montenegro, North Macedonia and Serbia, Sofia: Center for the Study of Democ-
racy, 2024.


https://csd.eu/publications/publication/the-kremlin-playbook-in-southeast-europe/
https://csd.eu/publications/publication/the-kremlin-playbook-in-southeast-europe/
https://csd.eu/publications/publication/the-kremlin-playbook-in-southeast-europe/
https://csd.eu/publications/publication/disinformation-in-the-kremlins-toolkit-of-influence/
https://csd.eu/publications/publication/disinformation-in-the-kremlins-toolkit-of-influence/
https://csd.eu/publications/publication/disinformation-in-the-kremlins-toolkit-of-influence/
https://csd.eu/publications/publication/safeguarding-the-foundations/
https://csd.eu/publications/publication/safeguarding-the-foundations/
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The expansion of Russian organised crime into the West’s politics and financial
infrastructure has been facilitated by certain countries’ jurisdictions” secrecy.
Such examples could be the British Virgin Islands, the Cayman Islands, or Cy-
prus.” Russian shell entities, including those in Cyprus, are often layered in
an intricate black-cash network that conceals the identity of the ultimate ben-
eficial owners. Nominee and bearer shares can be used in tandem with shell
entities to optimise concealment. Accountants, lawyers, as well as trust and
company service providers facilitate and promote the abuse of shell entities
by lawbreakers.?* Access to these jurisdictions helps Russia continue business
as usual, specifically evading sanctions in their investment strategies, finan-
cial transactions, and tax optimisation. These murky structures have become
the backbone of organised crime networks since they facilitate the legitimate
integration of illicit flows into the economy, while the funds that have infil-
trated the West provide operational funds for influence campaigns and oper-
ations against Russia’s adversaries.”

As was the case during the Soviet Union, organised crime networks are in-
strumental in providing Russia with access to restricted goods, such as ad-
vanced electronics for its military, and facilitating money laundering and
illegal financial flows. The criminal groups have long served as sources of
“black cash” for various operations.” The so-called kremligarchs, Russia’s
business elite cajoled by Putin, are not independent entrepreneurs but rather
political and economic ‘custodians of Kremlin assets’ (‘holders,” not owners)
and ‘agents against the West’.*? Their wealth and security are contingent on
loyalty to Putin; hence, their enterprises thrive through state contracts and
alignment with Kremlin interests. These individuals leverage their access to
billions of dollars and extensive connections to exploit vulnerabilities in glob-
al financial systems, furthering Moscow’s objectives.”

The union between the kremligarchs and the incentives of illicit financial
flows leads to a nexus of state capture and strategic corruption.® All these
facets of the Russian state converge to exert geopolitical pressure, most ef-
fectively by entrenching themselves within strategic sectors such as energy,
infrastructure, telecommunications, and finance. Despite a decline in trade
and corporate footprint due to sanctions and falling oil prices, Russia retains
high impact through opaque ownership structures and targeted acquisitions.
This often occurs via rigged privatizations and offshore investments. Russian
state-owned banks like Sberbank and VTB play a central role in expanding
this influence, using debt leverage and distressed asset takeovers to entrench
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Moscow-aligned networks. Russia’s deployment of organised crime, strategic
corruption, and state capture is not a fragmented set of tactics but a deeply
integrated and mutually reinforcing approach to sharp power projection.’

These networks, comprising local oligarchs and political intermediaries, se-
cure Kremlin interests by distorting markets, resisting energy diversification,
and perpetuating dependency on Russian resources. Through this strategy,
Moscow transforms economic ties into enduring political leverage, under-
mining institutional independence and EU integration efforts in the region.*
Organised crime therefore has been a key tool for Russia in expanding its
geopolitical presence, particularly within countries that have certain affinity
to its regime, such as Bulgaria, Hungary or Serbia. These Trojan horses in dif-
ferent spheres allow Russian influence to slip through, continuing to destabi-
lise parts of Western society and create divisions, thus achieving the Kremlin’s
hybrid war and sharp power objectives.
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PUTIN’S WAR ON THE WEST

Upon assuming power in 2000, Vladimir Putin vowed to crack down on crime
and corruption. However, rather than eliminating criminal networks, he con-
solidated and centralised them under Kremlin control. As president, he es-
tablished a new social contract with organised crime: in exchange for polit-
ical loyalty and service to the state, criminal networks could operate without
state interference, provided they maintained order and contributed to state
interests. This approach allowed Russia’s criminal elite to expand their reach
globally, adapting from the brute-force methods of the vory to the more so-
phisticated business-driven model of the avtoritety. These groups embedded
themselves in strategic economic hubs worldwide — major port cities, financial
centres, and locations with large Russian diaspora communities — using mon-
ey laundering, illicit trade, and financial manipulation as tools of influence.
As the European Union expanded to include several Eastern and Central Eu-
ropean countries, Russian organised crime would identify vast, new oppor-
tunities for creating wealth, particularly through new forms of cross-border
crime.®

Putin’s administration used criminal networks to enforce political control,
enrich elites, and advance Russia’s foreign policy objectives. The oligarchs
who benefited from criminal privatisation were incorporated into the Krem-
lin’s power structure, becoming key players in Russia’s state-capture model.*
These developments mirror Soviet-era practices, where criminal groups op-
erated under state oversight to serve broader strategic goals.

Indeed, Russian organised crime has long been intertwined with state struc-
tures, dating back to the early Tsarist period.* Under successive regimes, the
state has utilised criminal groups for economic, political, and military purpos-
es. Throughout Soviet history, criminal groups evolved alongside state insti-
tutions, adapting to political and economic shifts. The Stalinist period saw the
Vory v Zakone (Thieves-in-Law) dominate the prison system, forming a crim-
inal subculture in Gulags.*® These groups smuggled goods, bribed officials,
and acted as intermediaries between the state and illicit economies. Penal bat-
talions famously fought in the Soviet army during the Second World War. Fol-
lowing Stalin’s death and the Khrushchev-era prison amnesties, many former
vory reintegrated into society, strengthening their ties with corrupt Commu-
nist Party officials.”
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By the Soviet ‘Era of Stagnation’ under Brezhnev (1964-1982), organised crime
had become embedded within the Soviet system, particularly in the shadow
economy. The fiscal stagnation that defined Brezhnev’s rule that drove citi-
zens to look elsewhere for goods ensured organised crime networks would
benefit enormously. Corruption flourished as criminal syndicates collaborat-
ed with Soviet bureaucrats to distribute scarce goods, circumvent economic
restrictions, and smuggle resources. By the 1973 oil crisis, the Soviet State’s
reliance on criminal networks and offshore financial operations had become
deeply entrenched, with the KGB playing a pivotal role in managing
illicit funds and intelligence operations.***** This collusion between state
security and organised crime laid the groundwork for the power structures
that would later define post-Soviet Russia, where security elites and
criminal networks merged into a new ruling class.*

The KGB'’s foreign intelligence networks played a vital role in the manag-
ing of illicit funds bound for abroad, specifically to pay European companies
who clandestinely worked with the Soviets to provide dual-use equipment
(such as Fiat, Merloni, Olivetti, Siemens and Thyssen** Their primarily roles

in this regard involved the handling and transferring of physical illicit cash to
these organisations or to front businesses, and selling off Soviet commodities
through these fronts at the world market rate, gaining vast profits in the pro-
cess. Funds such as these were also used to finance KGB operations through-
out Europe, and was known as “‘black cash.” Black cash funded the Soviet
campaigns of active measures - aktivnye meropriyatiya — throughout the inter-
national arena of the Cold War. These active measures became increasingly
central to the KGB’s mandate abroad following Yuri Andropov’s elevation to
leader of the Soviet Union, the first former head of the KGB to become general
secretary.* #* The technique of utilising agents-saboteurs to carry out high-
risk operations to undermine the West and demoralise public support and
unity would leave a lasting blueprint for a revanchist Russia decades later.*

With the introduction of Perestroika and Glasnost under Gorbachev, the So-
viet economy was partially liberalised, with KGB operatives and criminal
networks exploiting economic reforms to amass wealth and power. The sud-
den emergence of private businesses, or kooperativniki, created lucrative op-
portunities for organised crime, allowing gangsters to infiltrate these newly
legalised private cooperatives, using them as fronts for established protec-
tion rackets, extortion schemes, money laundering, and wealth accumulation.
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KGB operatives, leveraging their own corrupt networks, also moved into these
emerging markets, controlling entry and facilitating illicit financial flows.

The Soviet Union’s impending collapse prompted KGB elites to funnel vast
amounts of capital into offshore accounts rather than support a crumbling
regime.* Among the disillusioned operatives watching these events unfold
was a young KGB officer stationed in Dresden — Vladimir Putin — who, like
many of his peers, saw Gorbachev’s reforms as a dangerous betrayal of Soviet
stability, and Andropov’s offensive blueprint as an inspiration.

Vladimir Putin campaigned for President largely on a platform of
crime-busting and anti-corruption. This platform was supported by his track
record of ridding the streets of St. Petersburg of the most visible gang-related
bloodshed and by tackling the food shortages gripping the city. The President
would use language of the vory and honour a thief’s code, and reach a mutual-
ly beneficial arrangement with the criminal underworld, secretly condoning
their operations whilst calling on their skills and abilities when he required.
Similarly, Putin reached kleptocratic deals with the oligarchs that allowed
them to maintain most of their influence, wealth and power, in return for un-
adulterated loyalty and support when needed.” In this sense, these oligarchs,
such as Abramovich, Kerimov, Rotenberg and Kovalchuk, for instance, are
merely ‘holders” and custodians of Kremlin wealth, not owners in their own
right. These are kept in check by the President through the weaponisation
of the State’s legal system. This monopolistic political-business-criminal elite,
the ‘Chekist oligarchy,” controls almost every societal structure in the Russian
Federation today — including the criminal.*® The ‘grand bargain’ reached by
Putin and the oligarchic class was similar to that offered to Russia’s criminal
class: organised criminals were permitted to continue operations, on Putin’s
terms, provided they performed their duty when required.

For all the increased visibility of the new interconnected organised crime
groups that became the Russian criminal state, the importance of ex-KGB
agents in this nexus had been kept mostly under wraps. This connection was
most pronounced in St. Petersburg, largely owing to its harbour and status as
Russia’s gateway to the West, and the corresponding opportunities for smug-
gling. As the Russian Federation’s developed its market economy, the city
would become the ‘ground zero’ for the alliance between former KGB officers
and organised crime that was to dominate Russia.*’ In his role as deputy may-
or, Putin was accused of having encouraged the activities of the city’s under-
world for his private gain — especially the work of the Tambovskaya group.*
Notable examples of his connection with organised crime can be found in
the details surrounding the notorious criminal privatization of the port of St.
Petersburg and the Baltic Shipping Company, the purchasing of the San Trust
alcohol distillery, and the attempted privatization of the Hotel Astoria.”
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Simultaneously, as Putin and his ex-KBG allies were consolidating the reins
of power and increasing their ties to organised crime, the tattooed, old-school
gangsters of the vorovskoi mir began to fade away, replaced by a new gen-
eration of criminal businessmen known as avtoritety (‘authorities’).” These
authorities, dressed in fine (smuggled) Italian suits and driving expensive
(smuggled) Western cars abandoned the trades the vory excelled at, such as
drug smuggling and prostitution, and instead prioritised legitimising their
activities by manipulating the political environment.®® With the assistance of
the corrupted Soviet government executives from decades prior and the KGB
men holding the money and access to the illegal structures and transnation-
al corporations, these avtoritety quickly leapt on the newly privatised assets
to seize profitable economic spheres. In return for assistance in entering this
market, as these reservists reputedly lacked entrepreneurial experience and
the necessary connections, the ex-KGB operatives and active reservists would
use targeted violence on the opponents of their newly-found patrons. By do-
ing so, these partners would control market entry, market share and border
control whilst building Russian capitalism. “Thus were born, it is estimated,
most of Russia’s oligarchs and commercial banks.”>

This ‘violent entrepreneurship’ resulted in, essentially, a reversal of the tra-
ditional relationship between organised crime and the state: “gangsters and
black-market entrepreneurs became dominant, with security officers desper-
ate for their pay and patronage.”* And, in contrast to what is commonly as-
sumed of Russia’s nexus between the state and organised crime, the former
was not corrupted by the latter. Instead, organised crime simply became the
state.” The fusing of the active reservists of the KGB, now left in limbo since
the dismantling of the agency, with organised criminals and corrupt former
Soviet bureaucrats was to have a profound impact on the criminal state that is
Russia. These groups would combine their professional knowledge and net-
works to turn their new capitalist venture international. Foreign companies
and new banks would begin to be used to cover their operations, as well as
the source of their capital. New economic ventures in the former Soviet space
would gradually take off, in part to shape foreign politics and exert economic
influence.”® This would later serve as an important tool for state capture. As
President Boris Yeltsin declared, by 1994 Russia was already becoming a ‘su-
perpower of crime.
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Indeed, the violent entrepreneurs went international. Soviet ex-KGB agents
and former elites throughout several other post-socialist countries in Central
and Eastern Europe countries maintained power through extensive priva-
tisation and embezzlement of state enterprises. These were orchestrated by
predatory criminal networks, known as “thugs”/“mutri.”>% As states strug-
gled with economic instability amid the broader collapse of state institutions
following the dissolution, criminal groups expanded their influence, blurring
the lines between political elites, security services, and organised crime. They
tended to set up shop on key nodes on supply chains and routes for illicit
goods and services, such as major port cities or border towns like Stockholm
or Thessaloniki. Alternatively, major cities with either significant financial sec-
tors, like London, or established Russian communities, like Sofia or Cyprus,
developed as hubs for money laundering.*%

The international move was in part driven by the fear of a return to Com-
munism, and the need to secure their revenue streams if they lost their main
sources of income. Once there, these mafiosos searched for new money-mak-
ing opportunities. Russian-Eurasian organised crime, muddled with their
ex-KGB and corrupt-official partners, had founded legal commercial banks
in their adopted countries, and invested in strategic sectors in target
states’ economies.®*** ‘“Trade mafias’ had also proved incredibly useful to
the new regime, able to smuggle goods in that were otherwise unavailable in
Russia.®® In addition, the new ‘authorities’ established a system of
protection for their legitimate rivals in the banking and market services. In
their organisations, representatives of these new networks, either former
corrupt bureaucrats, ex-KGB agents or the gangster-businessmen, sat on
the boards of a private enterprise of banks.

The ‘merchant-adventurer model provides one lens to understand this
process. Russian crime groups, operating as rational economic actors and pro-
fessional service providers, partner indiscriminately with other organisations
and leverage political connections to evade law enforcement. With deep ties
to corrupt bureaucrats and business elites, these groups effectively straddle
both the criminal underworld and the legitimate financial system, returning
to what had worked in Russia: filling gaps in “markets and meeting real or
perceived needs,” acting as a complex shadow service economy with great
scale, sophistication and stability. This new model, what Mark Galeotti refers
to as “the merchant-adventurer,” has four main characteristics.
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1. Commodity & Service Providers — Russian-based organised crime
(RBOC) groups partner with local criminals to supply illicit goods (e.g.,
drugs, smuggled goods) and services (e.g., money laundering, fraud
training).

2. “Honest” Criminal Facilitators — RBOCs position themselves as reli-
able underworld service providers, leveraging global Russian diaspora
networks for money laundering, often routing funds through ex-Soviet
states, as well as others like Israel and Cyprus, before final cleansing in
London.

3. Opportunistic Collaboration — Unlike insular groups (e.g., Cosa Nos-
tra), RBOCs work with any criminal entity for profit, regardless of eth-
nicity or structure.

4. Elite Corruption & State Ties - RBOCs thrive by blending into legal and
illegal worlds, using political connections, shell companies, and expat
networks. The Russian state often aids them with intelligence or resourc-
es, viewing them as strategic assets.

The notion of ‘transplantation’ examines how these mafia groups and crimi-
nal networks developed new franchises abroad. Together, these two theories
provide insights into the transnational evolution of organised criminal net-
works, specifically those originating from Russia.®® ¢’ The former theory em-
phasises fluid, entrepreneurial individuals who exploit global opportunities
with minimal attachment to structure or territory,® whilst the transplantation
model focuses on the relocation and reproduction of entire criminal organi-
sations in new environments, contingent on favourable local conditions. The
former highlights innovation and adaptability in a globalised criminal econ-
omy, whereas the latter underscores the sociological and institutional factors
that enable the successful embedding of criminal groups. Together, these
perspectives illuminate the diverse strategies through which organised crime
navigates and capitalises on shifting geopolitical and regulatory landscapes.

Domestically, the avtoritety became respected businessmen and politicians,
bringing their criminal clans to the halls of government, including the FSB,
the Ministry of the Interior, the customs, the courts, and regional/municipal
administrations. Indeed, “the legal and illegal structures in Russia are closely
interconnected” — if not inseparable.

Though officers in the security services may seek the pay and patronage of
organised criminals in Russia, and certain ministers owe their rise to criminal
networks, it is a stretch to suggest that organised crime controls the Kremlin.
In Putin’s Russia, there is little doubt amongst everyone who is in charge. Pu-
tin oversees the entire networked landscape of actors -from organised crime
groups, the security services, to the oligarchs- in a shadow convergence that
benefits Russia’s foreign policy. Indeed, the extent organised crime can be
controlled by his administration was most evident with Russia’s hosting of
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the 2014 Winter Olympics and the 2018 FIFA World Cup. Both were pet pas-
sion projects of Putin and presented significant opportunities to increase Rus-
sia’s global soft power. Eager to impress global onlookers, these organised
criminals by and large suspended operations during these events.

Yet, in exchange for such cooperation, these organised crime groups receive
preferential market access with the support of the state, state ‘contracts” and
of course, permission to operate. These connections between the state and the
underworld are particularly useful during periods of economic contraction
in Russia, and the level of corrupt cooperation tends to increase during major
financial shocks to the Russian economy. This increase in incestuous links was
particularly notable following the 2008 financial crash and the sanctions im-
posed on Russia after the annexation of Crimea. This was especially true at a
local level, where local law enforcement, local street muscle and local criminal
representatives are increasingly hard to distinguish between. Today, interna-
tional law enforcement agencies are wrestling with the same difficulties in
distinguishing where the state and criminal differ.



THE KREMLIN’S CRIMINALS

Mercenaries, Bikers and
Little Green Men

Since 2014, it has become increasingly evident that the line between Russian
organised crime and the state is indistinct. This status quo has had serious
implications for the Russian State. Sanctions have had serious impact on the
Russian economy, significant portions of the Kremlin’s vast ‘diplomatic’ spy
networks have been expelled from their zones of operation, and the execution
of Putin’s war has strained the State’s manpower reserves. Facing such conse-
quences, Putin has, like many Russian leaders before him, turned to criminal
networks to enact the affairs of the State.

The blurring of lines between state and non-state actors has greatly complicat-
ed the threat landscape, which continues to evolve. This symbiotic relation-
ship between ‘hybrid threat actors,” such as Russia and its allies, and organised
criminal networks allows both parties to increase their malign capabilities and
extend their global reach, as they “leverage each other’s resources, expertise,
and protection to achieve their objectives.”®

Organised criminal networks may be attracted by financial gain, state protec-
tion and the provision of havens or access to capacity-enhancing resources,
for instance, though the motivations for these working relationships are like-
ly nuanced. For Russia and her allies, the benefits of these shadow alliances
are vast. The beginning of the war triggered new dynamics where political
and war objectives substitute profit-making as a primary objective of this
shadow fusion. The contributions of each different set of criminal actors and
networks playing in this shadow partnership are examined in this section.

The invasion of Crimea was mostly executed by Russia’s ‘little green men’ - the
now-infamous special forces operating without insignia, whom Putin refused
to claim as his troops. Instead, he claimed these troops were local ‘self-defence
units’ - despite several of these troops being recorded on camera providing
statements to the contrary. Further evidence pointing to the Russian origin
of these troops’ uniforms and weaponry was similarly disregarded.” Yet, not
all were highly trained special forces. These vezhlivyye lyudi (polite people),”
the little green men, had their numbers reinforced by significant numbers of
Crimea-originating gangsters and thugs, particularly from Bashmaki and Sa-
lem, the two main ethnic Russian organised crime groups in Crimea.”
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