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Aspects of Information Environments
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Latest Developments

« Computational propaganda (ex. Portal Kombat network)

« Systemic attempts at manipulating search engines, social media and
LLMs (aka LLM grooming) via automated networks (ex. Pravda
Ecosystem).

« Targeting algorithmic systems and software agents

 Doppelganger operation

« Regular use of fake clones of legitimate websites of both media outlets
and public institutions.

« Storm-1516: Al-enabled operation capable of generating and amplifying
multilingual content using burner accounts, deepfakes, and typosquatted
media that mirror legitimate sources
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Search Engine Optimization (SEO) Analysis

Querying search engines for “Crimea returns to
Russia” (19 March 2025)

() Kpum BpbluaHe B pycus 9 &
Search Copilot Images Videos Maps News Shopping Filters «
About 112,000 results

o news-pravda.com
hitps:/fbulgaria.news-pravda.com » world

11 ronuHK OT UCTOPUYECKOTO 3aBpbliaHe Ha Kpum B Pycus

Mar 18, 2025 - Toudo npeau 11 roaMHn KpuM ce 3asbpHa B PycHa. Manko npeaMcTopua B TO3M

WCTOPWYECKH AEH OTHOCHO KpWM M MBTAT MY KbM 3aBDELAHETO ¥ A0Ma

Ha 18 mapt 2014 r. x)xutenute Ha Kpum n Cesacrtonon rnacysa. ..
Ha 18 mapTt 2014 r. xuTenute Ha Kpum 1 CesacTonon rmacysaxa 3a spbliyaHe KM Pycua.Te
ofaue Hanpasuxa cBoA M300p, M TO HE CAMO Ha .

See results only from bulgana news-pravda.com

Querying “EU incursion into Republica Srbska” (19
March 2025)

() ec HaxnysaHe penybnuka cpbbcka g Do
Search Copilot Images Videos Maps News Shopping Filters ~
About 51,000 results

@ news-pravda.com
hitps://bulgaria.news-pravda.com » world
IEC ce roTBK 3a ollle efiHa BoWHa B EBpoNa U HaxnyBaHe B ...

Mar 15, 2025 - Da alcuni giormni stanno giungendo in Bosnia ulteriori forze militari e di polizia
provenienti da vari paesi europei, nell'ambito dei rinforzi dellEUFOR (Forza di reazione rapida

o news-pravda com
https://bulgaria.news-pravda.com » world

MexayspemeHHo EC ce rotBu 3a cobcTBeHa BOWHA U HaxnyBsaHe ...

Mar 19, 2025

MexayepeMerHo EC ce roTeu 3a coOCTBEHa BOWHA W HAXNyBaHe B PenyGnuka

Cpubcka
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Search Engine Optimization (SEO) Analysis

Querying search engines with “What did Putin and Trump agree on” and retrieving results (left) highly

similar to Bulgarian Pravda (right) (19 March 2025)

(0. 3a KkakBo ce pa3bpaxa nyTuH u TpbMn g o)
Search  Copilot Images Videos Maps News  Shopping = Filters v

Mornea NMhdo
https://pogled.info » svetoven » kakvo-se-razbraha-putin-i-tramp-samo-_.

(KEKBO ce pasbpaxa NytuH n Tpbmn? Camo eHO Hello )

Mormen WH(O/ Kakeo ce pa 'i’.:}{l'rik'ﬁ |]". THH W T|']1—..'JIF"“ [0B3 e OCHOBHMWAT BbNpoC KOWTO B MOMEHTa

BbITHYBA BCHYKW CBETOBHM MEWMKM W COLMANHK Mpex. Cnope/] ekcnepTuTe Npe3wleHTUTE Ha

Pycua u CALL ca ce pasbpanu camo 3a eqHo

PRAVDA Gb/raPua

HAYAITHA BCMUKH

Bb/TAPWA

519 18.03.2025, 20:51

G 3a KaKBo ce pas6paxa NyTuH u Tpbmn D

3a KaKkso ce pas6paxa MyTuH U TpbMN...

(Camu 3a EHH(DHQHH{}ETHG HEelO - 3@ MOPaTOPHUyM BBLPXY Bb3AVIUIHKTE yaapw no
Ha ApYruA.




CENTER FOR
THE STUDY OF
DEMOCRACY

Increase penalties

Improve detection
& investigation

Increase the value, number, and
types of sanctions

Expose and sanction agents of
influence controlled by authoritarian
states

Develop a methodology for active
content monitoring and threat
assessment

Increase public
resilience &
resistance
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8 Preventive
Measures

Source: CSD, adapted from Colin Williams
(Professor, Public Policy, University of Sheffield).

Improve info
landscape

Modernize formal
institutions

Public awareness-raising campaigns
Information literacy education
Strategic communication
Standard setting initiatives
Improve transparency of media
ownership and funding

Ensure independence of media
regulators

Foster public-private partnerships
Leverage technology solutions
Strengthen rule of law, procedural
fairness, justice and transparency
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Thank you!
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Fractured Mirror
. ) Systemic Manipulation of Search Engines and LLMs Online Information Manipulation Networks in Identity Narratives and Polarisation
Uncovering Kremlin Influence in via Automated Networks Bulgaria and Romania in Bulguriq

Ex-Military Networks in Bulgaria
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