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Latest Developments

• Computational propaganda (ex. Portal Kombat network)
• Systemic attempts at manipulating search engines, social media and 

LLMs (aka LLM grooming) via automated networks (ex. Pravda 
Ecosystem). 

• Targeting algorithmic systems and software agents

• Doppelganger operation
• Regular use of fake clones of legitimate websites of both media outlets 

and public institutions.
• Storm-1516: AI-enabled operation capable of generating and amplifying 

multilingual content using burner accounts, deepfakes, and typosquatted
media that mirror legitimate sources
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Backlink Analysis & Source Tracking
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The Pravda Ecosystem

Daily average 
number of articles 
published per 
hour of the day 
(GMT+2)
(15 February – 15 
March 2025)
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Search Engine Optimization (SEO) Analysis
Querying search engines for “Crimea returns to 
Russia” (19 March 2025)

Querying “EU incursion into Republica Srbska” (19 
March 2025)
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Search Engine Optimization (SEO) Analysis

Querying search engines with “What did Putin and Trump agree on” and retrieving results (left) highly
similar to Bulgarian Pravda (right) (19 March 2025)
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• Increase the value, number, and 
types of sanctions

• Expose and sanction agents of 
influence controlled by authoritarian 
states

• Develop a methodology for active 
content monitoring and threat 
assessment 

• Public awareness-raising campaigns
• Information literacy education
• Strategic communication
• Standard setting initiatives 
• Improve transparency of media 

ownership and funding
• Ensure independence of media 

regulators
• Foster public-private partnerships
• Leverage technology solutions
• Strengthen rule of law, procedural 

fairness, justice and transparencySource: CSD, adapted from Colin Williams 
(Professor, Public Policy, University of Sheffield).  
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