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Gendered- and Identity-Based Disinformation

e Deliberate spread of misleading or false information
targeting protected characteristics of individuals and
groups, such as gender, sexuality, race, nationality,
ethnicity, and religion.

e Aims to discredit, delegitimize, intimidate, and censor
the members of targeted communities, especially
women in leadership roles and LGBTQIA+ individuals.

e Exploitation of harmful social norms and stereotypes to
further political goals

e Instrument of foreign information manipulation and
intergerence (FIMI)

Source: Artemis Alliance
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Overlooked Threat and Impact

e Enabling foreign information manipulation

e Creating national security vulnerabilities by

National Security

eroding institutional trust

e Weakening Western international alliances

e Intensifying societal divisions and polarisation

e Accelerating democratic backsliding

Systemic Level
e Undermining fundamental rights

e Continuum of violence: online and offline

Individual Level e Silencing through fear and censorship

e Undermining civic participation
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Gendered Tropes in the Ecosystem of Russian Disinformation

NATIONALISM MIGRATION

» Russia is a prime anti-fascist power. e Migrants pursue economic goals and
* Neo-nazi practices are being revived in the cannot be termed ‘refugees’.

West. * Migrants represent a security, cultural and
* Traditional values guard against the economic threat.

excesses of liberalism. e Multiculturalism undermines European

* State sovereignty protects national . civilization.
dentity kit Pro-Kremlin,

anti-democratic

discursive
GENDER ecosystem

* The West imposes gender ideology. — Russia
defends traditional family values.

* Feminism is a dangerous challenge to
demographic survival.

o Gay totalitarianism infiltrates school
education.

Source: CSD

csd.eu
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The Architecture of Anti-Gender and Anti-LGBTQ Movements
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Mapping “Gender Ideology” in Bulgaria’s Online Media
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Figure 1: Number of Articles on the Topic of “Gender Ideology” in Bulgaria Per Month (Jan 2023 — May 2025) Figure 2: Source Clusters
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Gender as a Weapon in Pro-Kremlin Propaganda Networks

Telegram
@ N of Messages
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Figure 2: Distribution of Telegram Messages by Topic from Figure 3: Top Ten Channels by Views (Jan 2023 — May
the Total Share of 7843 Posts (January 2023 — May 2025) 2025)

Source: CSD, based on Telegram data extracted with Python.
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Attacks Against Women in Politics

. 1000
Tactics
e Sexualisation, sharing of comprising materials,
800
Al-driven disinformation (i.e revenge/deepfake
porn)
. 600
e Stereotypes and prejudices - represented as
"‘emotional”, "hysterical” unmn "manipulative”
e Accusations of “treason” in pursuing “foreign 400
agenda”
e Double standards 200
0
DAY D AH DA ADADAD A A A A A A A A A A A A
42 P D PGP PP PGP G P P P P P 9 P o P o o
Q" Y Q" QY OO QY QY QY O VO QY QY QY QY QY QY QY QY OV QY QO
Impose "costs” on women for N Q{L S ol gV Y NI Q{L ST o s oY
PRIV RO TR OTRC W ETIT WOTY T W07

entering politics, reinforcing

Figure 4: Volume of Online Publications Targeting Bulgarian Women in Politics

gendered hierarchies (January 2023 - January 2025)
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Attacks Against Ukrainian Refugee Women

Dehumanising Rhetorics Inauthentic Personas
o At the centre of pro-Kremlin, post-2022 e Series of inauthentic Facebook accounts, such as
information campaigns “one Ukrainian woman in bulgaria” (lowercase “b" is

 Core narratives: "gold-diggers”, intentional)

"disease carriers”, "destroying e Constructs an inflammatory collective identity and

undermines solidarity
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Bulgarian families”

e Transnational propaganda strategy:

™

. . { - _.** f-_-_l"ir._ ! '; |
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messages (Telegram) —

e Denial and justification of war crimes Darsi Spsv

Profile - Journalis

and atrocities such as conflict-related

6.4K followg 0 following

OO0
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sexual violence (CRSV)

DarsiSpsv (Facebook) — previous handles
include @DariSpsv88 and @darsi_spassovaa
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The "Manosphere”: Where the Far-Right and Digital Misogyny Unite

A loose network of online communities, such as MGTOW, Pick-Up
Artists, and incels that commonly subscribe to the Red Pill ideology

o Key thesis: male supremacy

e Key cause: a fight against "“male extinction” in a society
dominated by women and their interests

e Vulnerable groups: young men and boys

Intersectional Narratives:

e "Gender  propaganda”® as @ strategy to
feminise/sterilise men and force children to change
their biological sex

e COVID-19 conspiracies

e Biolaboratories in Ukraine

e EU as a threat to national sovereignty

Source: Botto, M., and L. Gottzen, “Swallowing and Spitting out the Red Pill: Young Men, Vulnerability, and
Radlicalization Pathways in the Manosphere”, — In: Journal of Gender Studies, vol. 33, no. 5, pp. 596-608, 2023
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Top Keywords in Bulgarian YouTube Space Related to the Manosphere Rhetoric

"alpha male”

"redpill”

"Andrew Tate"

"incel"

"sexual market”

"olue pill"

"beta male"

"does body count matter”
"female nature”
"‘manosphere”

"sigma male”

"submissive woman"
"high-value man"
"evolutionary psychology"

@ Number of views

S Red Pill we MPOMEHM xuBoTa Hu!
1.4K views * 2 years ago
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"Manipulate Women!”

Figure 5: Top Keywords in Bulgarian YouTube Space Related to the Manosphere Rhetoric

Source: CSD, based on data from filmot.com (data extraction with Python).
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Misogyny and Gender-Based Violence as a Business Model

Misogyny and sexism 17

User messages:

Men as superior Sl

e “It is Iincreasingly difficult for me to

Female nature 43
work with my female -colleagues,
. o Physical violence 33
especially the ones | am supervising,
. o . Objectification and reduction of women 30
since | have joined the group
Male nature 27
e “‘Rpe is an instinct. \Whenever you need a f*ck,
Victim framing of men 18
you just take it”
Legitimization of men's actions 16
Admin messages: Psychological/emotional violence 16
. . , Incel/manosphere 15
e ‘R*ape is a reproduction strategy
Women have more privileges 10
e “[They] Got very offended when | said that
Sexual violence ?
women and children should respect men’s
Feminism Kills 8
physical strength. This is because [their] men
Women as aggressors 3
are weaklings.”
"Solid Man" as a hero 3

Figure 6: Topics in "A Solid Man” Telegram Group (~400 messages sample)
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What's Next?

Introduce targeted measures against FIMI

Strengthen the implementation of the DSA at the national level
Curtail the financial ecosystem sustaining disinformation
Establish a framework for media literacy

Adopt a gender-sensitive approach

Strengthen young people’s resilience to manipulation and online harm
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