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BG MUSHROOM Example: BGVEST EU



BG MUSHROOM Example: BGVEST EU (ZBOX7.EU)



BG MUSHROOM Example: BGVEST EU (ALLBG.EU)



BG MUSHROOM Example: BGVEST EU (BG7.EU)



BG MUSHROOM Example: BGVEST EU (DNES24)



BG MUSHROOM Example: BGVEST EU



BG MUSHROOM Example: BGVEST EU



Share4Pay - Main Domains

● bgvest.eu, allbg.eu, bg7.eu, news7.eu, pro4eti.eu, 
4eti.eu, mybg.eu, prihod.eu, novden.eu, 
bg-utro.eu, dnes24.eu, zbox7.eu, pro4eti.eu, 
berbim.top, vi6.eu, vi3w.eu, top-novini.eu



Share4Pay - Reach

● Share4pay Links in Public Groups
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Share4Pay - Reach

● Share4pay Links in Pages



Share4Pay - Reach

● Legit Media in Public Groups



Share4Pay - Reach

● Legit Media in Pages



Share4Pay - Reach

● Share4pay Links in Groups



Share4Pay - Reach



Ownership - DNSDumpster

● DNSDumpster
○ discover hosts related to a 

domain



Ownership - CRT.sh

● CRT.sh
○ discover hosts related 

to a domain
○ around 3k subdomains



Ownership



Ownership 

● All of the websites, one 
had an open DNS history

● IP:
○ 79.98.108.212



Ownership 

● Hosted on same IP:
○ politika.top
○ adrain.com
○ themanline.top
○ ..



Share4Pay



Share4Pay



Share4Pay

bgvest.eu, adrain.bg, bg7.eu, jenata-vchas.net, lifebg.eu, ludsport.fun, ludsport.pro, 
novinite24.eu, sportove.info, themainline.top, vchas.pro, zbox7.eu, sportove.net, allbg.eu, 
bg-utro.eu, top-novini.eu, myasto.eu, pro4eti.eu, vchas.net, lekuvai.bg, 1den.bg, 60sekundi.com, 
chaspic.com, enovini.net, king-of-net.com, ludsport.bg, newsbg24.eu, newsbgcom.eu, 
pirinpress.eu, saveti.net, strumapress.com, swoman.eu, vesti365.com, vestite.eu, zanas.eu, 
zasporta.com



BG Propaganda

Never
Forget:



Contacts

Questions 
& Answers


