CENTER FOR
THE STUDY OF
DEMOCRACY

CSv

Countering Hybrid Threats in
Bulgaria

Ruslan Stefanov 30 November W [f G
2022



CENTER FOR
THE STUDY OF
DEMOCRACY

The Kremlin Playbook

THE KREMLIN |
KissIAN EcoNowod| RUSSIAN INFLUENCE
.P.L AY BOO K | e ; IN THE MEDIA SECTORS
GhaeisTanome Russin InPLuBACE 12 s OF THE BLACK SEA COUNTRIES

BA

CORIEUFTION AND STATE CAPTURE RISKS : TaoLs, NARRATIVES AND P ':' L THE RUSSIAN ECONOMIC T H E H R E M L I N

FoR BULDING | THE KREMLIN
GRIP ON CENTRAL AND PLAYBOOK 2 ' s

IN

THE KREMLIN
PLAYBOOK

EASTERN EUROPE THE ENABLERS

SOUTHEAST EUROFPE

IN
EUROPE

ECoNOMIC INFLUENCEAND SHARP POWER

2016

2020 2020



CENTER FOR
THE STUDY OF
DEMOCRACY

Types of WMD-related Hybrid Threats

Use of WMD

CBRN-Enabled
Attacks

Cyberattacks/Cybercrime
“Insider” Threats

Disinformation

Attacks on Critical
Infrastructure

Hoaxes

Source: CSD et al., Countering the Misuse of CBRN Materials and Knowledge, 2022.
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The Unvirtuous Cycle of Russian
Influence
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The Kremlin's state
capture power blurs
the boundary between
state and private

sectors in Russia through
the abuse of law
enforcement and media
for achieving

foreign policy goals

Source: CSD (2020) The Kremlin Playbook
in Europe
https://go.csd.bg/kp-eu

The Kremlin’s Power Mix
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Media Capture Channels

Advertising Government
Capture Capture

Ownership 7 : Cognitive

Capture Capture
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Bulgaria’s Institutional Framework for Countering WMD-related Threats

WMD Defence and

Civil Protection
State
Intelligence
WMD Counter- Sy

Terrorism

Oversight of Activities Involving
WMPD Materlials, Including
Research

Source: CSD

State Agency for
Mational Security
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Republic of Bulgaria

Inter-Ministerial
Commission on

Ministry of Export Control

Interior

Ministry of

Ministry of
Agriculture, Food

and Fore
Bulgarian Food stry

Safety Agency

Ministry of
Labour and
Social Policy

Health
>\

Ministry
of Environment
and Water




CENTER FOR
THE STUDY OF
DEMOCRACY

Capacity Assessment Methodology for Countering WMD Use

Prevention of
Misuse and

Diversion h. 4 Policy/Regulatory Dimension

y

CBRN Security Operational Tt?t:hnic?l
Capacity Dimension Dimension

Institutional Dimension

Source: CSD et al., Countering the Misuse of CBRN Materials and Knowledge, 2022.
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