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ILLICIT FINANCIAL FLOWS 



• IFFs are a threat to governance, justice, and 
economic development. 

• UNDP SDG 16.4: “By 2030, significantly 
reduce illicit financial and arms flows, 
strengthen the recovery and return of stolen 
assets, and combat all forms of organized 
crime.”

• The Democracy Index: in 2020, nearly 50% of 
the world population lived in some sort of 
democracy. In 2021, this figure has dropped 
substantially to 45%. 

Source: Economist Intelligence Unit



IFFs in the Balkans, 2000-2020: Inflows

Source: CSD calculations using 
various data sources 



IFFs in the Balkans, 2000-2020: Outflows

Source: CSD calculations using 
various data sources 



IFFs in the Western Balkans: ENABLERS

Socio-economic and governance factors increasing 
IFF vulnerabilities in the region: 

Ø The WB’s curse and blessing: strategic geographic 
location; 

Ø Large shadow economies;  

Ø Governance weaknesses (e.g., corruption; rule of 
law; lack of transparency in political financing; 
captured media); 

Ø High unemployment and low average wage rates; 

Ø Interdependent economies; Remittances, etc.

Source: World bank open data, 2020 



IFFs in the Western Balkans: COMPONENTS

1. Corruption-related Crime 
Ø Public procurement, graft, bribery, political-

party financing, fraud
- Albania: EUR 300 M lost annually to abuses in 
public procurement (GI-TOC, 2020)

2. Organized Crime 
Ø Drug trafficking, illicit trade, smuggling of 

migrants, arms smuggling 
- Western Balkans: EUR 200 M lost annually 
from the illicit tobacco trade (GI-TOC, 2022)

3. Tax-related Crime
Ø Tax Evasion
- Serbia: ≈ EUR 240 M lost in tax every year (Tax 
Justice Network, 2021)

Source: SELDI (2020): Western 
Balkans 2020: State-Capture Risks 

and Policy Reforms 



IFFs in the Western Balkans: CHANNELS

1.     Money Laundering
Ø Real estate and construction, tourism, gambling, cryptocurrency 
- Bosnia and Herzegovina: Money laundering is worth EUR 500 M – 1 B (GI-TOC, 2022)

2.     Trade Misinvoicing 
Ø GFI Estimate: 80% of IFFs are moved through trade misinvoicing
Ø Illicit Outflows = EX under-invoicing + IM over-invoicing 
Ø Illicit Inflows = Ex over-invoicing + IM under-invoicing
- North Macedonia: > EUR 600 M IFFs annually (CSD)

Ø Cash smuggling, currency exchange, credit card fraud

3.    Capital Account 
Ø Offshore accounts

Albania: EUR 3.4 seized   



MEDIA CAPTURE
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Media Capture Dimensions



• Utilizing a network of Russia-owned and sponsored 
news outlets.

• Tapping into and instrumentalising advertising revenue: 
the role of large Russian-owned energy companies such 
as Lukoil and Gazprom.

• Leveraging pro-Russian cultural, ideological, and 
linguistic affinities.

• Reinforcing governance gaps in the media sphere. 

Overview of Kremlin’s Media Influence in SEE

Source:
CSD (2021). Tackling 

Kremlin’s Media Capture in 
Southeast Europe



• Serbia and the Serbian language continue to serve as the gateway for the Kremlin’s
(information) influence in most former Yugoslavian states.

• Bulgaria, Serbia, and Republika Srpska serve as key hubs for the Kremlin’s (information)
influence and base of operations for its geopolitical ambitions in the region.

• Pro-Kremlin disinformation reflects the Kremlin’s ideal view of the region which can largely
be summarized as a regression back to the Soviet era.

• Russia’s information influence in Kosovo and Bosnia is strongly concentrated geographically
and linguistically.

• Russian channels and indirect (typically through government) influence are very much
reinforced through the Russian embassies’ activities. The embassies tend to be more active
when the country is a NATO or EU member state.

Previous findings confirmed



Source: CSD using data from CrowdTangle
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Source: CSD using data from CrowdTangle

Facebook – Russian Embassy Pages Compared (2)
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Source: CSD using data from CrowdTangle

Facebook – Russian Embassy Pages Compared (3)
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THANKS FOR WATCHING!
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